OMNIQUAD

Internet misuse has become an in-
creasing problem in the workplace—it is
clear that unlimited and uncontrolled
Internet access provides an opportunity
for distraction. Yet, despite the poten-
tial for misuse, employees still need
Internet access.

The risks and losses involved with the mis-
use of internet access by employees are
substantial to any company. They could be
legally liable for explicit material being
downloaded onto corporate machines using
corporate resources on company time.
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Surfwall

How much time and resources are wasted by your employees
visiting undesirable or inappropriate websites during office hours?
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Costs

The loss of praductivity from
employees surfing non-business
related websites equates to a huge
cost to the company. Legitimate
services too can be adversely
affected when high bandwidth sites
are accessed. Visiting websites that
promote illegal activities could
impose legal implications on your
company.

Omniquad Surfwall i

complete Internet g
monitoring and =5
management solution. g
Its multiplatform g
architecture allows easy =1
out of the box
deployment in any
environment  from

small workgroup to
enterprise network.
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70% of Internet porn traffic occurs between
the hours of 9am and 5pm

59% of Internet use by employees is non-
business related

37% of workers say they surf the Internet
constantly at work

32.6% of workers surf the Internet with no
specific objective

27% of fortune 500 companies have battled
harassment cases due to Internet misuse

1in 5 men and 1 in 8 women admitted to
using their work computers as their pri-
mary lifeline to access sexually explicit
materials online (MSNBC)
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Omniquad’s cutting edge multi-tier
technology is powered by industry’s
leading web site database based on 70
site categories and updated 24/7 by
dedicated research staff.

Surfwall enables IT administrators to customize policies
for each employee group. Policies can be set to allow or
block access based on time based quota or deny access to
individual categories by user, group or workstation.
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Category List

Adult / Pornography
Advertisements
Alcohol
Anonymizers
Auctions
Brokerage
Business Sites
Chat

Cheating
Computers
Cuisine

Cults Occult
Culture

Dating

Domestic Issues
Drugs

Edueation
Employment
Entertainment
Environment
Events

Extremism

Fashion

Finance

Gambling

Games

Gay and Lesbian Issues
Government/Military
Hacking

Hate

Health

High Bandwidth
History

Humour

lllegal Activities
Instant Messaging
Internet telephony
Lifestyle

Malicious Content
Mobile Phones & SMS
Music

News

Nudity
Organizations/ Advo-
cacy Groups

Partial Nudity
Pay-to-surf
Personal email
Personal pages
Pets and Animals
Politics

Real Estate

Any platform, any time
Surfwall Enterprise

The Enterprise edition integrates a centrally managed, transparent client
technology with each user desktop and laptop (web filter policies will be
enforced even if users connect to the Internet from outside the office).

The Plug-in agent gueries website categories an your local Surfwall Enterprise Server
and enforces Intemmet rules directly on the user's desktop,

Plug-in agent gqueries the
Lecal Surfwall Enberprise
Server to fetch the website
category.

website category fetched

Usage Policy does
NOT permil acCess.
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ACCESS RESTRICTED.

The Usage policy does not allow
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If the local server is unavailable, the client workstation can automatically
switch to querying one of the Surfwall Master Servers online. This automatic
fail-safe technology provides reliable filtering regardless of network size and
user location.

Local Server Unavailable

Religion

Science and Technol-
ogy

Search Engines
Self Help

Sex Education
Shopping

Software downloads
Sports

Tobacco

Travel

TV Radio

Under Construction
Unregistered
Vehicles

Weapons

Web Hosting

Omniguad Global
Operation Centers

'

USA Europe Asia

Surfwall for
Server ® (ISA)
Integrated into Microsoft ISA, Surfwall can apply policies based on Ac-
tive Directory ® organizational units.

Microsoft Internet Security and Acceleration

Surfwall Proxy
A stand-alone proxy software solution allows organizations of any size
to channel all web surfing through one gateway.




OMNIQUAD _i=

. . . . Sufwall | Desktop | Recording | Auta Logan 4 | ’l
Web site categories can be allowed/blocked with a single mouse l o o -

click.

v Enable Surfual Sat Times |
Surfwall time management controls allow you to fine-tune ac- Category [ Times =
cess policy where required— personal shopping sites may be for | & adut/ Pamagaphy  alwaps -
example allowed only during lunch time and after working hours & Advertisemerts always
= Alcohol always
= Anorymizers always
& Auctions 00:00-13:00,14:00-1 =
: ‘ R D [ PR Lrl
rme selecton x
o Allones A | Excluzions |
— Multiple time intervals:
12:00 ] :
o - cicktidrag OUTSIDE evisting I Block access to any site
gll'ne block ta create a new time [~ Dan't shaw "Querving Surfwall” status ta clients
&AM ook
a A - press DEL to delete selected Uze Local
- tirme blosk Category zerver |
i (P e Ihttp:a‘f'query.webwall.net
AR .
5:00 Fiedirect blocked pages ta
6 Ph B
o Pt Ihttp:f"f'quer_l,l.webwall.net!webcatx’accesspulic}l.a
12 AM
00:00-12:30,1315-17:00 Belongs to group I{nl:lne} j
Cancel | DK I Save Palicy |

Detailed, drill-down web usage reports

Surfwall Reporter provides you with not just who-what-where logs but detailed web usage
breakdown by site content category. The reports can be easily searched not just by user/computer
but also by individual web site address.

Surfwall Reporter provides you with reports you need fast and efficiently.
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Every organization that has adopted Omniquad Surfwall has seen the benefits of greater employee productivity
and increased network efficiency.

As the possibilities of what anyone with uncontrolled web access can view are endless, it is imperative that an Acceptable
Internet Usage Policy (AIUP) should be created for all staff with Internet connectivity. Employee policies provide the
following benefits:

- Clarifies the organization’s policy regarding use of the Internet.

- Shields the organization against potential liability.

- Avoids security threats by promoting awareness and good practice.
- Encourages effective and proper use of all resources.

- Provides employees with guidance and clear boundaries

Implement comprehensive policies

Omniquad Surfwall is the best of breed Employee Internet Management (EIM) solution that allows organizations to monitor,
report and manage employee use of the Internet. With Surfwall, companies can be proactive and flexible with Internet
usage management.

Minimise Internet misuse

Studies conducted by IDC show that 40% of web surfing is not business related and costs employers millions of dollars in
lost productivity. Pornographic web sites, entertainment, sports, travelling are widely available on the Internet. With the
Surfwall solution in place, non-business related surfing can be kept to a minimum and distractions removed from an
employee’s desktop.

Limit legal liability and protect business reputation

Employees today are accessing sites that promote pornography, hate groups and various forms of illegal activities. If this
type of material is viewed by an offended member of staff, any of these activities could impose legal implications upon your
company. Surfwall can filter and block these offensive sites, helping ensure a non-hostile working environment.

Preserve network bandwidth
By filtering out bandwidth intensive files such as banner advertising, streaming media, MP3 downloads and image
downloads, Surfwall can help improve network performance for business applications. Surfwall protects against bandwidth

eaters

and can quickly help maximize your ROl made in network

Key features

remote agent deployment

central management from any workstation

complete end user transparency

virtually undetectable overhead in network traffic (less than 0.001%)

runs on Windows 2000/2003 server or Microsoft Internet Security and Acceleration
Server (MS ISA)

client support for Windows 95/98/ME/2000/XP/2003

complete active directory and cross-forest integration (MS ISA)

industry's leading web site database with 70+ categories

out-of-the-box policy presets

24/7 web site database updates by dedicated research team automatically
streamed down to your local Surfwall server

smart feedback connection from local server to the master category server re-
quests any new site not in the database to be categorised

fail-over web filtering settings with support for multiple servers—web policies will
continue to work even if your local server is offline

web filtering will continue to work when laptop users log on to the Internet on a
dial-up connection / with different ISP

4-level web filter mechanism (category database non-keyword filter, url/site word
keyword filter, page content filter and manual overrides)

customizable blocking pages

real time statistics

per user / workstation /group policy management

time bases quotas

drill-down reporting

real time support tool built into the administrator interface

Tech Assist, Inc.

Get your free evaluation copy from
www.toolsthatwork.com
Tel: 800-274-3785 Fax: 727-547-0768

infrastructure  and

25400 US Hwy 19 N. Suite 170 Clearwater, FL 33763

bandwidth.

Customer Testimonial

Since we implemented Surfwall
we experienced a drastic re-
duction on surfing of non busi-
ness related sites by employ-
ees. Productivity has increased
by a measurable 15%. At the
same time through Surfwall’s
Enterprise management and
Enterprise Activity Monitor we
were able to go back and trace
files and folders deleted by a
disgruntled employee and as
such regain from our back ups.
We produced evidence which
helped us take court action
against this employee. Surfwall
goes further than simple web
filtering and has become one
of our most valued Internet
policy enforcement tools. In
terms of return of cost the in-
creased productivity brought a
return on cost within a few
weeks.
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